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1 - Introduction

Wth this package you can nonitor and filter incom ng requests for the
SYSTAT, FINGER, FTP, TELNET, RLOG N, RSH, EXEC, TFTP, TALK, and ot her
net wor k services.

It supports both 4.3BSD style sockets and System V. 4-style TLI. Praise
yoursel f lucky if you don't know what that neans.

The package provides tiny daenon w apper prograns that can be installed
wi t hout any changes to existing software or to existing configuration
files. The wappers report the nane of the renpte host and of the
requested service; the wappers do not exchange information with the
renote client process, and I npose no overhead on the actua

communi cati on between the client and server applications.

Optional features are: access control to restrict what systems can
connect to your network daenpns; renbte user nane | ookups with the RFC
931 protocol; additional protection against hosts that pretend to have
sonmeone el ses host nane; additional protection against hosts that
pretend to have sonmeone el ses host address.

Early versions of the prograns were tested with Utrix >= 2.2, with
SunCS >= 3.4 and I SC 2.2. Later versions have been installed on a w de
variety of platforms such as SunCS 4.x and 5.x, Utrix 3.x and 4.x, DEC
OSF/1 T1.2-2, HP-UX 8.x, AIX 3.1.5 up to 3.2.4, Apollo SR10.3.5, Sony,
NeXT, SCO UNI X, DG UX, Cray, Dynix, and an unknown nunber of other ones.

Requirements are that the network daenmons are spawned by a super server
such as the inetd; a 4.3BSD-style socket programmng interface and/or
System V. 4-style TLI progranm ng interface; and the availability of a
syslog(3) library and of a syslogd(8) daenmon. The w appers should run
wi t hout nodification on any systemthat satisfies these requirenments.
Wor kar ounds have been inplenented for several comon bugs in systens
sof t war e.

What to do if this is your first encounter with the w apper prograns:
1) read the tutorial sections for an introduction to the rel evant
concepts and term nol ogy; 2) glance over the security feature sections
in this docunent; 3) follow the installation instructions (easy or
advanced). | recommend that you first use the default security feature
settings. Run the wappers for a few days to becone famliar with
their |ogs, before doing anything drastic such as cutting off access or
installing booby traps.

2 - Disclainer

The wrapper prograns rely on source address information obtained from
networ k packets. Such information is not 100 percent reliable, although
the wrappers do their best to expose forgeries.

In the absence of cryptographic protection of nmessage contents, and of
cryptographic authenticati on of nessage originators, all data fromthe
network should be treated with sound scepticism

TH 'S RESTRICTION I S BY NO MEANS SPECI FIC TO THE TCP/ | P PROTOCOLS

3 - Tutorials

The tutorial sections give a gentle introduction to the operation of
the wrapper programs, and introduce some of the term nology that is
used in the remainder of the document: client, server, the inetd and
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sysl ogd daenons, and their configuration files.

3.1 - Howit works

Al nost every application of the TCP/IP protocols is based on a client-
server nodel. For exanple, when a user invokes the telnet conmand to
connect to one of your systenms, a telnet server process is executed on
the target host. The telnet server process connects the user to a login
process. A few exanples of client and server progranms are shown in the
tabl e bel ow

client server application

t el net tel netd renote | ogin
ftp ftpd file transfer
finger fingerd show users

The usual approach is to run one single daenpbn process that waits for
all kinds of incomng network connections. Wenever a connection is

established, this daenpon (usually called inetd) runs the appropriate
server program and goes back to sleep, waiting for other connections.

The wrapper prograns rely on a sinple, but powerful mechanism |nstead
of directly running the desired server program the inetd is tricked
into running a snall wapper program The w apper |ogs the renote host
nane or address and perfornms some additional checks. Wen all is well
the wrapper executes the desired server program and goes away.

The wrapper prograns have no interaction with the renote user (or
client process). This has two maj or advantages: 1) the wappers are
appl i cati on-i ndependent, so that the sane program can protect many
ki nds of network services; 2) no interaction also neans that the
wrappers are invisible fromoutside (at |east for authorized users).

Anot her inportant property is that the wapper prograns are active only
when the initial contact between client and server is established. Once
a wrapper has done its work there is no overhead on the client-server
comruni cati on.

The sinmpl e mechani sm has one nmj or drawback: since the w appers go away
after the initial contact between client and server processes, the
wrappers are of little use with network daenons that service nore than
one client. The wappers would only see the first client attenpt to
contact such a server. The NFS nmount daenon is a typical exanple of a
daenon that services requests fromnultiple clients. See the section on
rel ated software for ways to deal with such prograns.

There are two ways to use the w apper prograns:

1) The easy way: npbve network daenons to some other directory and fill
the resulting holes with copies of the wapper prograns. This
approach involves no changes to systemconfiguration files, so there
is very little risk of breaking things.

2) The advanced way: |eave the network daenons al one and nodify the
inetd configuration file. For exanple, an entry such as:

tftp dgram udp wait root J/usr/etc/tcpd in.tftpd -s /tftpboot

When a tftp request arrives, inetd will run the w apper program
(tcpd) with a process nane “in.tftpd'. This is the nane that the
wrapper will use when | oggi ng the request and when scanning the
optional access control tables. “in.tftpd is also the name of the
server programthat the wrapper will attenpt to run when all is
well. Any argunents ("-s /tftpboot' in this particular exanple) are



- 4 -
transparently passed on to the server program

For an account of the history of the wapper programs, with real-life
exanpl es, see the section below on rel ated docunents.

3.2 - Where the | ogging information goes

The wrapper prograns send their logging information to the sysl og
daenmon (syslogd). The disposition of the wapper logs is determ ned by
the syslog configuration file (usually /etc/syslog.conf). Messages are
witten to files, to the console, or are forwarded to a @ oghost.

O der syslog inplenentations (still found on Utrix systems) only
support priority levels ranging from9 (debug-Ievel nessages) to O
(alerts). Al logging information of the sane priority level (or nore
urgent) is witten to the same destination. 1In the syslog.conf file,
priority levels are specified in nunerical form For exanple,

8/ usr/ spool / myueue/ sysl og
causes all nessages with priority 8 (informational nessages), and
anything that is nmore urgent, to be appended to the file
[ usr/ spool / ngqueue/ sysl og.

Newer syslog inplenentations support nessage classes in addition to

priority levels. Exanples of nessage classes are: mail, daenon, auth
and news. In the syslog.conf file, priority levels are specified with
synbol i ¢ nanes: debug, info, notice, ..., energ. For exanple,

mai | . debug

/var/| og/sysl og

causes all nessages of class mail with priority debug (or nore urgent)
to be appended to the /var/log/syslog file.

By default, the wapper logs go to the sane place as the transaction
| ogs of the sendnail daenobn. The di sposition can be changed by editing

the Makefile and/or the syslog.conf file. Send a “kill -HUP to the
sysl ogd after changing its configuration file. Renenber that sysl ogd,
just like sendmail, insists on one or nore TABs between the |eft-hand

side and the right-hand side expressions in its configuration file.

4 - Features

When conpil ed with -DHOSTS ACCESS, the w apper prograns support a
sinmple form of access control. Access can be controlled per host, per
service, or conbinations thereof. The software provi des hooks for the
execution of shell conmands when an access control rule fires; this
feature may be used to install "booby traps". For details, see the
hosts_access. 5 manual page, which is in "nroff -man' format. A later
section describes how you can test your access control rules. The
hosts_opti ons.5 manual page describes additional features that

are turned of f by default.

Access control is enabled by default. It can be turned off by editing
the Makefile, or by providing no access control tables. The instal
i nstructions bel ow describe the Makefile editing process.

On SystemV when TCP/IP or UDP/IP is used underneath TLI, the w apper
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programs provide the sanme functions as with socket-based applications.
When sonme ot her protocol is used underneath TLI, the host address wl|l
be sone universal magic cookie that may not be usable for access
control purposes.

4.2 - Host name spoofing

Wth some network applications, such as RSH or RLOG N, the renote host
nane plays an inmportant role in the authentication process. Host nane
i nformati on can be reliable when | ookups are done froma _local_ hosts
tabl e, provided that the client |IP address can be trusted.

Wth _distributed_name services, authentication schenmes that rely on
host names become nore problematic. The security of your system now may
depend on sone far-away DNS (domai n name server) outside your own
control

The wrapper prograns verify the renote host nane that is returned by

t he address->nanme DNS server, by asking for a second opinion. To this
end, the prograns | ook at the nane and addresses that are returned by
t he name- >address DNS server

I f any name or address discrepancies are found, or if the second DNS
opinion is not avail able, the wappers assune that one of the two nane
servers is lying, and assune that the client host pretends to have
someone el ses host nane.

When the sources are conpiled with -DPARANO D, the wrappers will drop
the connection in case of a host name/address di screpancy.

When the sources are not conpiled with -DPARANO D, the w appers just
pretend that an offendi ng host nane i s unknown.

Par anoi d nmode is enabled by default. It can be turned off by editing
the Makefile. The configuration and installation bel ow describes the
Makefil e editing process.

4.3 - Host address spoofing

Whi | e host nane spoofing can be found out by asking a second opinion
it is much harder to find out that a host clains to have soneone el ses
net work address. And since host nanes are deduced from network
addresses, address spoofing is at |east as effective as name spoofing.

The wrapper prograns can give additional protection against hosts that
claimto have an address that |ies outside their own network. For
exanpl e, sone far-away host that claims to be a trusted host within
your own network. Such things are possible even while the inpersonated
systemis up and running.

Thi s additional protection is not an invention of my own; it has been
present for at least five years in the BSD rsh and rl ogi n daenons.
Unfortunately, that feature was added *after* 4.3 BSD cane out, so that
very few, if any, UNI X vendors have adopted it. Qur site, and nmany

ot her ones, has been running these enhanced daenons for several years,
and without any ill effects.

When the prograns are conpiled with -DKILL I P_OPTIONS, source routing
will be disabled for all TCP connections that are handled by the
W apper prograns.

If you are going to use this feature on SunGS 4. 1. x you should apply
patch 100804-03 or later. Otherw se you may experience "BAD TRAP" and
"Data fault" panics when the getsockopt() systemcall is executed after



a TCP RESET has been received.

The feature is disabled by default. It can be turned on by editing the
Makefile. The configuration and installation section bel ow descri bes
the Makefile editing process.

UDP services do not benefit fromthis additional protection. Wth UDP,
all you can be certain of is the network packet's destinati on address.

4.4 - Renote usernane | ookups

The protocol proposed in RFC 931 provides a nmeans to get the renote
user nane fromthe client host. The requirenent is that the client
host runs an RFC 931-conpliant daenon. The information provided by such
a daenon is not intended to be used for authentication purposes, but it
can provide additional information about the owner of a TCP connection

There are sone limtations: the number of hosts that run an RFC 931 (or
conpati bl e) daenon is small (but growing); renote user nane | ookups do
not work for datagram (UDP) connections. Mre seriously, rempte user
nane | ookups can cause noticeabl e del ays with connections from non- UN X
PCs. The wrappers use a 10-second tineout for RFC931 | ookups, to
accomodat e sl ow networks and sl ow hosts.

By default, the wappers will do usernane | ookup only when the access
control rules require themto do so. The wappers can be configured to
al ways performrenote usernane | ookups by editing the Makefile. The
renote usernane | ookup timeout period (10 seconds default) can al so be
changed by editing the Makefile. The installation sections bel ow
describe the Makefil e editing process.

The RFC 931 protocol has diverged into different directions (IDENT and
TAP). To add to the confusion, both protocols use the sanme network
port. The daenmon w appers inplenment a conmon subset of the protocols.

On System V with TLI-based network services, renote usernane | ookups
wi Il be possible only when the underlying network protocol is TCP/IP.

4.5 - Language extensions

The wrappers sport only a linmted nunber of features. This is for a
good reason: prograns that run at high privilege |evels nmust be easy to
verify. And the snaller a program the easier to verify. There is,
however, a provision to add features.

The options.c nodul e provides a franework for |anguage extensions.
Quite a few extensions have already been inplemented; they are
docunented in the hosts _options.5 docunment, which is in “nroff -man'
format. Exanpl es: changing the severity level at which a request for
service is logged; "allow' and "deny" keywords; running a custonm zed
server instead of the standard one; many ot hers.

The | anguage extensions are not enabl ed by default because they
i ntroduce an inconpati ble change to the access control |anguage
syntax. Instructions to enable the extensions are given in the
Makefil e.

5 - Oher works

The war story behind the wapper tools is described in:
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W Z. Venenmm, "TCP WRAPPER, network mnonitoring, access control and
booby traps", UN X Security SynposiumIll Proceedi ngs (Baltinore),
Sept enber 1992.

ftp.win.tue.nl:/pub/security/tcp_w apper.ps.Z (postscript)
ftp.win.tue.nl:/pub/security/tcp_wapper.txt.zZ (flat text)

The same cracker is also described in:

WR. Cheswi ck, "An Evening with Berferd, In Wich a Cracker is
Lured, Endured, and Studi ed", Proceedings of the Wnter USEN X
Conference (San Francisco), January 1992.

research. att.com/dist/internet_security/berferd. ps

Di scussions on internet firewalls are archived on ftp.greatcircle.com
Subscribe to the mailing list by sending a nessage to

maj or domo@r eat ci rcl e. com
Wth in the body (not subject): subscribe firewalls.

5.2 - Related software

Net wor k daenbns etc. with enhanced | ogging capabilities can generate
massi ve anmounts of information: our 100+ workstations generate severa
hundred kbytes each day. egrep-based filters can help to suppress sone
of the noise. A nore powerful tool is the Swatch nonitoring system by
St ephen E. Hansen and E. Todd Atkins. Swatch can process log files in
real tinme and can associate arbitrary actions with patterns; its
applications are by no neans restricted to security. Swatch is

avail abl e from sierra.stanford. edu, directory /pub/sources.

Socks, described in the UNI X Security |1l proceedi ngs, can be used to
control network traffic fromhosts on an internal network, through a
firewall host, to the outer world. Socks consists of a daenmon that is
run on the firewall host, and of a library with routines that redirect
application socket calls through the firewall daenmon. Socks is
available fromsl.gov in /pub/firewalls/socks.tar.Z.

For a nodified Socks version by Ying-Da Lee (ylee@yl.dl.nec.com try
ftp.nec.com directory /pub/security/socks.cstc.

Tcpr is a set of perl scripts by Paul Zienba that enable you to run ftp
and telnet commands across a firewall. Unlike socks it can be used with
unnodi fied client software. Available fromftp.alantec.com /pub/tcpr.

Versions of rshd and rlogind, nodified to report the renote user nane
in addition to the renote host nane, are avail abl e for anonynous ftp
(ftp.win.tue.nl:/pub/security/l ogdaenon- XX tar.Z). These prograns are
drop-in replacenents for SunCS 4.x, Utrix 4.x, and SunCS 5.x. This
archive al so contains ftpd/rexecd/login versions that support S/ Key
one-time passwords (tested with SunGCsS [45] and 44BSD).

The securelib shared library by WIliam LeFebvre can be used to contro
access to network daenons that are not run under control of the inetd
or that serve nore than one client, such as the NFS nobunt daenon that
runs until the machine goes down. Available fromeecs. nwu.edu, file

/ pub/ securelib.tar.

xinetd (posted to conp.sources.unix) is an inetd replacenent that

provi des, among others, |oggi ng, username | ookup and access control
However, it does not support the SystemV TLI services, and it is only
six times as much source code as the daenon wr apper prograns.
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netlog from  Texas A&Mrelies on the Sun0S 4.x /dev/nit interface to
passively watch all TCP and UDP network traffic on a network. The
current version is net.tamu.edu:/pub/security/ TAMJ netlog-1.2.tar.gz.

Where shared libraries or router-based packet filtering are not an
option, an alternative portmap daenon can help to i nprove RPC security,
in particular that of NFS and of the NIS (YP) information service.
ftp.win.tue.nl:/pub/security/portmap.shar.Z was tested with SunGCs 4.1.1
... 4.1.3 Utrix 3.0 and Utrix 4.x, HP-UX 8.x and Al X. The protection
is less effective than that of the securelib |ibrary because portmap is
mostly a dictionary service. SunCS 4.x users should install the |atest
revision of the portmap and NI S daenons instead (patch 100482) or adopt
NI S+ whi ch has access control built in.

Source for a portable RFC 931 (TAP, |DENT)-conpati bl e daenmon by Peter
Eri ksson is available fromftp.lysator.|iu.se:/pub/ident/servers.

Sone TCP/IP inplenmentations cone w thout syslog library. Sonme cone with
the library but have no syslog daenon. A replacenent can be found in
ftp.win.tue.nl:/pub/security/surrogate-syslog.tar.Z.  The fakesysl og
library that comes with the nntp sources reportedly works well, too.

6 - Limtations

6.1 - Known wapper linitations

Sone UDP (and rpc/udp) daenons |linger around for a while after they
have serviced a request, just in case another request cones in. 1In the
inetd configuration file these daenpbns are registered with the "wait'
option. Only the request that started such a daenon will be seen by the
wrappers. Such daenons are better protected with the securelib shared
library (see: Related software).

The wrappers do not work with RPC services over TCP. These services are
registered as rpc/tcp in the inetd configuration file. The only non-
trivial service that is affected by this lintation is rexd, which is
used by the on(1) command. This is no great loss. On nost systens,
rexd is | ess secure than a wildcard in /etc/hosts. equiv.

Sone RPC requests (for exanple: rwall, rup, rusers) appear to cone from
the respondi ng host. What happens is that the client sends its request
to all portmap daenpbns on its network; each portnmap daenon forwards the
request to its own system As far as the rwall etc. daenons know, the
request cones fromthe | ocal host.

Portmap and RPC (e.g. NIS and NFS) (in)security is a topic in itself.
See the section in this docunment on rel ated software.

6.2 - Known system software bugs

Wor kar ounds have been inplenented for several bugs in system software.
They are described in the Makefile. Unfortunately, some system software
bugs cannot be worked around. The result is loss of functionality.

O der Convex(CS versions cone with a broken recvfrom(2) inplenmentation
This makes it inpossible for the daenmon wappers to | ook up the
renote host address (and hence, the nane) in case of UDP requests.

A patch is available for ConvexOS 10.1; later rel eases should be K

Wth early Solaris (SunGCS 5) versions, the syslog daenon will |eave
behi nd zombi e process when witing to | ogged-in users. Wrkaround:
i ncrease the syslogd threshold for |ogging to users, or reduce the
wrapper's | oggi ng severity.
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On sone systens, the optional RFC 931 renote usernane | ookups may
trigger a kernel bug. Wen a client host connects to your system and
the RFC 931 connection fromyour systemto that client is rejected by a
router, your kernel may drop all connections with that client. This is
not a bug in the wapper progranms: conplain to your vendor, and don't
enabl e renote user nane | ookups until the bug has been fixed.

Reportedly, SunCS 4.1.1, Next 2.0a, ISC 3.0 with TCP 1.3, and Al X 3.2.2
and later are K

Sony News/OS 4.51, HP-UX 8-something and Utrix 4.3 still have the bug.
Reportedly, a fix for Utrix is available ((CXO 8919).

The foll owi ng procedure can be used (fromoutside the tue.nl domain) to
find out if your kernel has the bug. Fromthe system under test, do:

% ftp 131.155.70.100
This conmand attenpts to make an ftp connection to our anonynous ftp
server (ftp.win.tue.nl). Wen the connection has been established, run
the follow ng cormand fromthe same system under test, while keeping
the ftp connection open

% tel net 131.155.70.100 111

Do not forget the “111' at the end of the comand. This tel net comrand
attenpts to connect to our portmap process. The telnet command shoul d

fail with: "host not reachable", or sonething like that. If your ftp
connection gets messed up, you have the bug. If the tel net command does
not fail, please |let ne know a.s. a.p.

For those who care, the bug is that the BSD kernel code was not carefu
enough wi th incom ng | CMP UNREACHABLE control nessages (it ignored the

| ocal and renote port nunbers, and therefore zapped *all* connections
with the renote system). The bug is still present in the BSD NET/1
source rel ease (1989) but apparently has been fixed in BSD NET/2 (1991).

7 - Configuration and installation

The "easy" recipe requires no changes to existing software or
configuration files. Basically, you nove the daenons that you want to
protect to a different directory and plug the resulting holes with
copi es of the wapper prograns.

If you don't run Utrix, you won't need the m scd w apper program The
m scd daenon i npl enments anong others the SYSTAT service, which produces
the sane output as the the WHO comand.

Type “make' and follow the instructions. The Mikefile comes with
ready-to-use tenplates for nmany common UNI X i npl enentations (sun,
ultrix, hp-ux, irix, .

Wien the “make' succeeds the result is four executables (five in
case of Utrix).

The “try' programcan be used to play with host access control tables
and is described in a later section.

The “safe_finger' command shoul d be used when you inpl enent booby
traps: it gives better protection against nasty stuff that hosts may
send in response to finger probes.
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The “try-from programtests the host and username | ookup code. Run it
froma renote shell comand ( rsh host /sone/where/try-from) and it
shoul d be able to figure out fromwhat systemit is being called.

The tcpd program can be used to nonitor the telnet, finger, ftp, exec,
rsh, rlogin, tftp, talk, consat and other tcp or udp services that have
a one-to-one mappi hg onto executable files.

The tcpd program can al so be used for services that are marked as
rpc/udp in the inetd configuration file, but not for rpc/tcp services
such as rexd. You probably do not want to run rexd anyway. On nopst
systens it is even | ess secure than a wildcard in /etc/hosts. equiv.

Wth System V. 4-style systens, the tcpd programcan al so handl e TLI
services. When TCP/IP or UDP/IP is used underneath TLI, the wrappers
provi de the sanme functions as with socket-based applications. Wen sone
other protocol is used underneath TLI, functionality will be linted
(no renote usernane | ookups, weird network address fornmats).

Deci de whi ch services you want to nonitor. Move the corresponding
vendor - provi ded daenon prograns to the |ocation specified by the
REAL_DAEMON DI R constant in the Makefile, and fill the holes with
copies of the tcpd wapper. That is, one copy of (or link to) the tcpd
program for each service that you want to nonitor. For exanple, to
moni tor the use of your finger service:

# nkdi r REAL_DAEMON DI R
# mv fusr/etc/in.fingerd REAL_DAEMON DI R
# cp tcpd /usr/etc/in.fingerd

The exanple applies to SunCS 4. Wth other UNI X i npl enentations the
networ k daenons live in /usr/libexec, /fusr/sbin or in /etc, or have no
"in." prefix to their nanes, but you get the idea

File protections: the wapper, all files used by the wapper, and al
directories in the path leading to those files, should be accessible
but not witable for unprivil eged users (node 755 or node 555). Do not
install the wapper set-uid.

Utrix only: If you want to nonitor the SYSTAT service, nove the
vendor - provi ded m scd daenon to the |ocation specified by the
REAL_DAEMON DIR macro in the Makefile, and install the mscd w apper
at the original mscd |ocation.

In the absence of any access-control tables, the daenon w appers
will just maintain a record of network connections nade to your system

7.2 - Advanced configuration and installation

The advanced reci pe | eaves your daenpn execut abl es al one, but involves
sinmple nodifications to the inetd configuration file.

Type "make' and follow the instructions. The Makefile cones with
ready-to-use tenplates for nmany common UN X i npl enent ati ons (sun
ultrix, hp-ux, irix, ...).

When the “nmake' succeeds the result is four executables (five in
case of Utrix).

The “try' programcan be used to play with host access control tables
and is described in a later section.

The “try-from programtests the host and username | ookup code. Run it
froma renmpte shell command (" rsh host /sone/where/try-from) and it
should be able to figure out fromwhat systemit is being called.
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The “safe_finger' command shoul d be used when you inpl enent a booby
trap: it gives better protection against nasty stuff that hosts nay
send in response to finger probes.

The tcpd program can be used to nonitor the telnet, finger, ftp, exec,
rsh, rlogin, tftp, talk, consat and other tcp or udp services that have
a one-to-one mappi hg onto executable files.

Wth System V. 4-style systens, the tcpd program can al so handl e TLI
services. When TCP/IP or UDP/IP is used underneath TLI, the wrappers
provi de the same functions as with socket-based applications. Wen sone
other protocol is used underneath TLI, functionality will be linted
(no renote username | ookups, weird network address formats).

The tcpd program can al so be used for services that are marked as
rpc/udp in the inetd configuration file, but not for rpc/tcp services
such as rexd. You probably do not want to run rexd anyway. On nopst
systens it is even | ess secure than a wildcard in /etc/hosts. equiv.

Install the tcpd command in a suitable place. Apollo UNI X users will
want to install it under a different name because the name "tcpd" is
al ready taken; a suitable name would be "frontd".

File protections: the wapper, all files used by the wapper, and al
directories in the path leading to those files, should be accessible
but not witable for unprivileged users (nbde 755 or node 555). Do not
install the wapper set-uid.

Then performthe following edits on the inetd configuration file
(usually /etc/inetd.conf or /etc/inet/inetd.conf):

finger stream tcp nowait nobody /usr/etc/in.fingerd in.fingerd
NNNNNANNNNNNNNNNNNNNN
becones:
finger stream tcp nowait nobody /usr/etc/tcpd in.fingerd
NANNNNNNNNNNNNN
Send a “kill -HUP' to the inetd process to nake the change effective.
Sone inetd inplenentations require that you first disable the finger
service (comment out the finger service and "kill -HUP' the inetd)

before you can turn on the nodified version

The exanple applies to SunCS 4. Wth other UNI X i npl enentations the
networ k daenons live in /usr/libexec, /usr/sbin, or /etc, the network
daenons have no "in." prefix to their names, or the usernane field in
the inetd configuration file may be m ssing.

When the finger service works as expected you can performsinilar
changes for other network services. Do not forget the “kill -HUP .

The mi scd daenon that conmes with Utrix inplements several network
services. It decides what to do by looking at its process nane. One of
the services is systat, which is a kind of Iimted finger service. |If
you want to nonitor the systat service, install the niscd wapper in a
sui tabl e place and update the inetd configuration file:

systat stream tcp nowai t /suitable/place/mscd systatd
Utrix 4.3 allows you to specify a user id under which the daenon wll

be executed. This feature Is not docunented in the nmanual pages. Thus,
the exanpl e woul d becone:
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systat stream tcp nowai t nobody /suitable/placel/niscd systatd

Oder Utrix systems still run all their network daenons as root.

In the absence of any access-control tables, the daenon w appers
will just maintain a record of network connections nade to your system

7.3 - Daenons with arbitrary path names

The above tcpd exanples work fine with network daenons that live in a
common directory, but sonetinmes that is not practical. Having soft
links all over your file systemis not a clean solution, either.

I nstead you can specify, in the inetd configuration file, an absolute
pat h nane for the daenon process nane. For exanpl e,

nt al k dgram udp wai t r oot /usr/etc/tcpd
fusr/1local/lib/ntal kd

When t he daenon process nane is an absolute path nane, tcpd ignores the
val ue of the REAL_DAEMON DI R constant, and uses the |last path conponent
of the daenon process nane for |ogging and for access control

7.4 - Building and testing the access control rules

In order to support access control the wappers nust be conpiled with
t he - DHOSTS_ACCESS option. The access control policy is given in the
formof two tables (default: /etc/hosts.allow and /etc/hosts. deny).
Access control is disabled when there are no access control tables, or
when the tables are enpty.

If you haven't used the wappers before | recommend that you first run
them a coupl e of days without any access control restrictions. The

| ogfile records should give you an idea of the process nanes and of the
host names that you will have to build into your access control rules.

The syntax of the access control rules is docunented in the file
hosts_access.5, which is in "nroff -man' format. This is a | engthy
docunent, and no-one expects you to read it right away from begi nning
to end. Instead, after reading the introductory section, skip to the
exanpl es at the end so that you get a general idea of the |anguage.
Then you can appreciate the detail ed reference sections near the

begi nni ng of the docunent.

The exanples in the hosts_access.5 docunment (“nroff -man' format) show
two specific types of access control policy: 1) nostly closed (only
permitting access froma limted nunber of systens) and 2) nostly open
(permtting access fromeveryone except a limted nunber of trouble
makers). You will have to choose what nodel suits your situation best.
I npl enenting a mixed policy should not be overly difficult either

Optional extensions to the access control |anguage are described in the
hosts_options.5 docunent (“nroff -man' format).

The “try' command can be used to try out your local access contro
files. The comand syntax is:

./try process_nane host nane
(e.g.: ./try in.tftpd I ocal host)

./try process_nanme address
(e.g.: ./try in.tftpd 127.0.0.1)

This way you can sinmulate what decisions will be nmade, and what actions
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wi Il be taken, when hosts connect to your own system

Note 1: “try -d" wll look for hosts.{allow deny} tables in the
current working directory. This is useful for testing new rules
wi t hout bothering your users.

Note 2: you cannot use the “try' command to simul ate what happens when
the | ocal system connects to other hosts.

In order to find out what process nane to use, just use the service and
wat ch the process nane that shows up in the logfile. Alternatively,
you can |l ook up the nanme fromthe inetd configuration file. Coning back
to the tftp exanple in the tutorial section above:

tftp dgram udp wait root J/usr/etc/tcpd in.tftpd -s /tftpboot

This entry causes the inetd to run the wapper program (tcpd) with a
process nane “in.tftpd'. This is the nane that the wapper will use
when scanning the access control tables. Therefore, “in.tftpd is the
process nane that should be given to the "try' command. On your system
the actual inetd.conf entry may differ (tftpd instead of in.tftpd, and
no “root' field), but you get the idea.

When you specify a host nane, the “try' programw |l use both the host
nane and address. This way you can simul ate the nost conmon case where
the wrappers know both the host address and the host nanme. The “try'
programw || iterate over all addresses that it can find for the given
host nane.

When you specify a host address instead of a host name, the “try
programw || pretend that the host name is unknown, so that you can

si mul ate what happens when the wapper is unable to | ook up the renote
host nare.

The “try' command will report serious errors to the standard error
stream (no need to tail the syslog file anynore).

7.5 - O her applications

The access control routines can easily be integrated with other
prograns. The hosts_access.3 nanual page ("nroff -man' fornat)
describes the external interface of the libwap.a |library.

The tcpd w apper can even be used to control access to the sntp port.
This can be useful when you suspect that soneone is trying out sone
obscure sendmail bug, or when a renote site is msconfigured and keeps
hamering your nmamil daenon

In that case, sendmail should not be run as a stand-al one daenon, but
it should be registered in the inetd configuration file. For exanple:

snt p stream tcp nowait root /fusr/etc/tcpd /usr/lib/sendmai
-bs

You will periodically want to run sendnail to process queued-up
messages. A crontab entry like:

0,15,30,45 * * * * Jusr/lib/sendmail -q
shoul d take care of that. You cannot really prevent people from posting
forged mail this way, because there are nany unprotected sntp daenons
on the network.
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